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CLASS ACTION COMPLAINT FOR DAMAGES 

willfully, or maliciously disclosed constituted “confidential public health records” within the 

meaning of Health & Safety Code § 121035.  Defendant had an obligation to prevent the disclosure 

of this information to unauthorized third parties without written authorization from Plaintiff or Class 

members. 

51. Defendant’s improper conduct with respect to this private information made it 

accessible, available, viewable and/or downloadable over the internet to unauthorized individuals.  

The private health information of Plaintiff and ninety-two others was in fact improperly accessed by 

at least one or more unauthorized individuals as a result of Defendant’s wrongful conduct. 

52. As a direct and proximate result of Defendant’s acts and omissions in violation of 

§ 121025, Plaintiff and Class members were injured within the meaning of the California AIDS 

Public Health Records Confidentiality Act and are entitled to civil penalties of up to $25,000 each 

plus court costs pursuant to § 121025(e)(1). 

SECOND COUNT 

Violations of the California Confidentiality of Medical Information Act  

(California Civil Code § 56 et seq.) 

 

53. Plaintiff reincorporates the previous allegations as if fully set forth herein. 

54. Defendants are subject to the requirements and mandates of the California 

Confidentiality of Medical Information Act, Cal. Civ. Code §§ 56 et seq. (“CMIA”). 

55. As a healthcare contractor, Defendant is subject to the confidentiality requirements of 

§ 56.101 of the CMIA. 

56. Under § 56.101 of the CMIA, health care providers and contractors are required to 

maintain, preserve, and store medical information “in a manner that preserves the confidentiality of 

the information contained therein.”  Electronic medical record systems are required to “protect and 

preserve the integrity of electronic medical information.” 
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57. The negligent maintenance or storage of medical information by a contractor is 

prohibited, and contractors who negligently maintain their systems are liable for damages and 

penalties under Civil Code § 56.36. 

58. Under § 56.36 of the CMIA, a person or entity that knowingly and willfully obtains 

and discloses medical information of in violation of that section is liable for a civil penalty not to 

exceed $25,000 per violation. 

59. Plaintiff and Class members entrusted Defendant with their private information and, 

at all relevant times, Defendant had a legal duty to protect and exercise reasonable care in preserving 

the confidentiality of Plaintiff’s and other Class members’ private information. 

60. The private information, which included Plaintiff and Class members’ HIV status, 

was improperly accessed and viewed by one or more unauthorized individuals as a result of 

Defendant’s wrongful conduct as set forth above.  

61. Plaintiff’s and Class members’ private information was accessed and viewed without 

ever obtaining their authorization for the disclosure of such information. 

62. Defendant negligently created, maintained, preserved, and stored Plaintiff’s and Class 

members’ private medical information, and/or obtained and knowingly and willfully disclosed 

Plaintiff’s and Class members’ private medical information without their written authorization. 

63. As a direct and proximate result of Defendant’s acts and omissions in violation of 

§ 56.101, Plaintiff and Class members were injured within the meaning of the CMIA and are entitled 

to statutory damages of $1,000 each, as well as any actual damages suffered by Plaintiff and the 

Class members as a result of Defendant’s conduct, pursuant to § 56.36(b). 

64. Pursuant to § 56.36(c), Defendant is also liable, irrespective of the damage to Plaintiff 

and the Class members, in the form of a civil penalty of up to $25,000 per violation. 
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PRAYER FOR RELIEF 

WHEREFORE, Plaintiff respectfully prays that this Court grant the following relief: 

A. Certify this action as a class action and appoint Plaintiff and his counsel to represent 

the Class; 

B. Award statutory damages and actual damages; 

C. Impose civil penalties and court costs as specified in the respective statutes; 

D. Award Plaintiff and Class members their reasonable costs and attorneys’ fees; 

E. Grant any other and further relief that this Court may deem fit and proper. 

 
  Respectfully submitted, 

By:   
Lawrence S. Gordon (CA Bar No. 302330) 
COZEN O'CONNOR 
101 Montgomery Street, Suite 1400 
San Francisco, CA  94104 
Tel: 415.644.0914 
Fax: 415.644.0978 
Email: lgordon@cozen.com 
 
Anthony Pinggera (CA Bar No. Pending) 
LAMBDA LEGAL DEFENSE & 
EDUCATION FUND, INC. 
4221 Wilshire Boulevard, Suite 280 
Los Angeles, CA  90010 
Tel: 213.382.7600 
Email: apinggera@lambdalegal.org 
 
Scott Schoettes (IL Bar No. 6282105) 
Jamie A. Gliksberg (IL Bar No. 6309091) 
(Pro Hac Vice Motions Pending) 
LAMDA LEGAL DEFENSE & 
EDUCATION FUND, INC. 
105 West Adams, 26th Floor 
Chicago, IL  60603-6208 
Tel: 312.663.4413 
Email: sschoettes@lambdalegal.org 
Email: jgliksberg@lambdalegal.org 
 
Attorneys for Plaintiff, A. DOE 
 

Dated: April 3, 2018 
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DEMAND FOR JURY TRIAL 

Plaintiff hereby demands a jury trial on all claims to the extent authorized by law. 

   
  Respectfully submitted, 

By:   
Lawrence S. Gordon (CA Bar No. 302330) 
COZEN O'CONNOR 
101 Montgomery Street, Suite 1400 
San Francisco, CA  94104 
Tel: 415.644.0914 
Fax: 415.644.0978 
Email: lgordon@cozen.com 
 
Anthony Pinggera (CA Bar No. Pending) 
LAMBDA LEGAL DEFENSE & 
EDUCATION FUND, INC. 
4221 Wilshire Boulevard, Suite 280 
Los Angeles, CA  90010 
Tel: 213.382.7600 
Email: apinggera@lambdalegal.org 
 
Scott Schoettes (IL Bar No. 6282105) 
Jamie A. Gliksberg (IL Bar No. 6309091) 
(Pro Hac Vice Motions Pending) 
LAMDA LEGAL DEFENSE & 
EDUCATION FUND, INC. 
105 West Adams, 26th Floor 
Chicago, IL  60603-6208 
Tel: 312.663.4413 
Email: sschoettes@lambdalegal.org 
Email: jgliksberg@lambdalegal.org 
 
Attorneys for Plaintiff, A. DOE 
 
 
 

Dated: April 3, 2018 
 












